With the proliferation of the digital crime around the world, there are numerous and diverse digital forensic investigation models for driving digital investigation processes. Now more than ever, it must be a criminal investigation to obtain digital evidence which wouldn't be admissible in court. Therefore, digital forensic investigation should be implemented successfully, and there are a number of significant steps that should be taken into account. Each step and phase produces documents that are essential in understanding how the investigation process is built.
Introduction
Over the past few years, a new type of crime scene has become more predominant, that is crimes committed within digital domains. Increasingly, criminals are using technology to facilitate their offenses and avoid new challenges for confinement by law enforcement agents, forensic examiners, and corporate security professionals.
Law enforcement is in a perpetual race with criminals in the application of digital technologies, and requires the development of tools to systematically search digital devices for pertinent evidence. Another part of this race, and perhaps more crucial, is the development of a methodology in digital forensics that encompasses the forensic analysis of all genres of digital crime scene investigation [1] .
Although this paper focuses more on documentation of digital forensic investigation, it is recommended that all personnel involved become aware of formalized digital crime scene investigation methodologies. Therefore, the second benefit of this paper is to provide knowledge on the development of many frameworks in the field of digital forensic investigations during the ten years from 2001 to 2010.
Documentation is an essential element of crime scene investigation as well as the forensics process. Throughout this paper the reader will be alerted to and reminded of the importance of complete narrative documentation.
The paper is structured as follows: the subsequent section will clarify important terminology used in the field of forensics; the third section will briefly discuss some generally accepted models; section four will review models of digital forensic investigation, and documentation process will be confirmed in section five. Conclusions and recommendation are given in section six.
Digital Forensics
Before describing the investigation process, we need to define the basic and fundamental terms. According to the Oxford Dictionary, the word forensic is defined as "relating to or denoting the application of scientific methods to the investigation of crime" and "of or relating to courts of law" [2] . Forensics deals primarily with the recovery and analysis of latent evidence. Latent evidence can take many forms, from fingerprints left on a window to DNA evidence recovered from blood stains to the files on a hard drive [3] .
In this modern age, several types of digital devices, not just computers are used on a daily basis and are constantly exploited for criminal activity. Computer forensics focuses on extracting evidence from a particular platform (Computer), digital forensic covers extracting evidence from all forms of digital evidence. Digital forensics is the collection, preservation, analysis and presentation of digital evidence extracted from any source of digital evidence that can be used to identify criminal activities or other activity that constitutes violation [4] . Digital forensics is an investigation to answer questions [5] . One important element of digital forensics is the credibility of the digital evidence. Digital evidence includes computer evidence, digital audio, digital video, cell phones, digital fax machines, etc [6] .
Digital forensic processes and procedures have to be followed in order to preserve and present the final evidence of an identified incident or crime. In order to achieve this, we will first introduce the term Digital Forensics, as it is defined by Kruse and Heiser [7] : "Preservation, identification, extraction, documentation, and interpretation of computer media for evidentiary and/ or root cause analysis". Digital forensics has become prevalent because law enforcement recognizes that modern day life includes a variety of digital devices that can be exploited for criminal activity, not just computer systems [1] .
The Oxford Dictionary defines a framework as "a supporting or underlying structure" [2] . A framework for digital forensics needs to be flexible enough so that it can support future technologies and different types of incidents [8] . The framework is an adaptation or combination of several existing forensic models. Digital Forensic Investigation Framework (DFIF) can be defined as a structure to support a successful forensic investigation. The purpose of digital forensic investigation frameworks is to inform, shape, and standardize digital forensic investigations. Unfortunately, there does not exist a standard or consistent digital forensic methodology, but rather a set of procedures and tools built from the experiences of law enforcement, system administrators, and hackers [1] .
Existing Digital Forensic Investigation Models/ Frameworks
A good digital investigation model must be based on a consistent and standardized framework that supports every stage of the investigation (technical and non-technical) regardless of the type of crime [3] . Presently there are several digital forensic investigation methodologies developed to assist law enforcement in dealing with the digitallybased evidence. The review which will only focus on the number of forensic models that have been proposed reveals the role of documentation process in digital forensic investigation models or frameworks as in Table (1), (2), [9] , [10] , [11] , [12] , [13] , [14] , [15] , [16] , [1 7] , [18] , [19] , [20] and [21] . 
M2001

Good
The model just in examination phase will construct detailed documentation for analysis phase.
Abstract Digital Forensic Model M2002
Very good
The Documentation Phase of the physical crime scene (third group) involves taking photographs, making sketches, and videos of the crime scene and the physical evidence. On the other hand, the documentation Phase of the digital crime scene (fourth group) involves properly documenting the digital evidence when it is found.
Integrated Digital Investigation Process M2003
Very good
As in framework above proposed by Carrier and Spafford in 2003, they put documentation phase in group three and four (physical crime scene investigation phases and digital crime scene investigation phases).
Event-based Digital Forensic Investigation
M2004
Excellent
Proper documentation is an example of a process whose goal is to permanently (or semi-permanently as applicable) record all information relevant to and/or generated during the digital investigative process to support decision making and the legal, administrative measures, etc. Herein, the documentation is presented just in presentation phase and its function to meet the legal requirements and also entire case is documented to influence future investigations and to provide feedback to guide the deployment and improvement of security products.
A Hierarchical
Network Forensic Generic Process Model
M2010
Review of Digital Forensic Investigation Frameworks
A review is presented of the prevailing digital investigation process models proposed by various authors. Based on the observation we made some models are going to apply the process of documentation in a very specific scenario, whereas others may be applied more widely. Some of the models tend to be specified to the details and other models are very general.
It has been approved the ratings of the processes of documentation in the models presented in Tables (1 & 2) are as follows: the degree (poor) has given for the model that puts the documentation within the phase, but not within the phase stand-alone. The models that place the documentation in a single phase are evaluated (good), which is more than one phase to degrees (very good). Finally, the models that got the full mark (excellent); placed documentation facilities for all phases of investigation which is the right picture process to ensure the credibility of the investigative work.
Documentation is a continuous loop activity, required in all the stages of the investigation. Next section covers in detail the importance of the process of documentation frameworks and models presented in the previous paragraph.
Need to Apply the Process of ocumentation in the Investigation
Documentation is fundamental at all phases of dealing with and processing digital forensic investigation. To see how documentation process can be done in digital forensic investigation, we first look into definition of documentation and second explain role of documentation process in digital and physical crime scene; later, we will present preference between documentation paper and electronic in digital forensic investigation process.
Definition of Documentation
Before describing the documentation process, we need to define it. Documentation is defined as "a means of describing an existing investigation process with graphics, words, or a combination of the two". The documentation can be prepared manually or with the use of a computer, and the medium can be paper or magnetic storage [23] . Simply providing specialist forensic and court of law documentation, regardless of source, may not be enough, however. It is believed that the court of law also needs high-quality documentation. Some believe documentation should be as brief, as graphical, and as to-thepoint as possible, and available when needed [24] .
Documentation Process
The goal of the documentation process is to permanently (or semi-permanently as applicable) record all information relevant to and/or generated during the digital investigative process to support decision maker, and the legal, administrative, etc in processing of those decision [16] . So much of the process of forensic investigation depends on good documentation, and forensic investigation professionals can spend as much as 50-75% of their time writing up administrative and research reports. Much of the legal process depends on the careful documentation that records crucial information.
Documentation is a continuous process throughout the investigation process. It is important to precisely record location and status of computers, storage media, other electronic devices, and traditional evidence, although there are overlaps and similarities in the digital and physical forensic investigation. Many criminal investigations will include computers at some point in the case. Murder and rape suspects may, through a search warrant, have their email and Internet activities analyzed to find evidence about their motives or hiding locations. Corporations investigate computers when an employee is suspected of unauthorized actions. Fraud investigations collect transaction history evidence from servers [13] . But it is important to highlight some of the differences that distinguish implementation of the process of documentation from the process of digital and physical investigation. The laws of nature are related to the material world, while the instructions in the hardware and software are associated with the digital world. Physical crime scene investigation uses the laws of nature to find physical evidence at the crime scene and investigation of the digital code is used to find digital evidence. The digital crime scene can be considered a secondary crime scene to the physical crime scene. So we will try in the paragraphs below, to explain each of them independently and then in the end will create a table for comparison of the increased interest.
Physical Crime Scène Documentation
The documentation of the physical crime scene involves note taking, photographs, sketches, and videos of the crime scene and the physical evidence. All four are necessary and none is an adequate substitute for another. For example, notes are not substitutes for photograph. For limitations of space two of these four referred to above will be covered. Notes as a part of the effective investigation provide written record of all activities in the crime scene. The notes are taken as the activities that are made to prevent possible memory loss if notes are made at a later date.
The objective of still photography documentation of the crime scene is to provide an honest and accurate picture record of the crime scene and physical evidence is presented. Photography is perhaps the most important form of crime scene documentation, producing a permanent visual record of the crime scene and discovered evidence [25] .
The goal of documentation is to capture as much information as possible so that the layout and important details of the crime scene are preserved and recorded. It could also be important to document the number and size of the hard drives and the amount of memory [13] . Examples of physical evidence that are identified in the documents contain the position of the mouse and the number and location of computers, and location of components relative to each other and also documentation of the case and the location of the computer system, etc. Similarly, in situations where there are several identical computers with identical components, documenting serial numbers and other details is necessary to specifically identify each item. Documenting the original location of evidence can also be useful when trying to reconstruct a crime. When multiple rooms and computers are involved, assigning letters to each location and numbers to sources will help keep track of item [26] .
At the end of this paragraph emphasis is placed on the scientific and legal requirements, the first part of the legal requirements is not the subject of this research, but the second part, is a necessary link between notes, photographs and sketches, to achieve better results in the reconstruction of the original scene conditions and events. Also, the need for innovation and originality, for the effective translation of a crime requires not just the traditional means of documentation mentioned above, but rather it is believed to use of digital imaging technology or other sophisticated tool at the crime scene.
Digital Crime Scène Documentation
In recent years an important progress has been achieved in the digital documentation of crime scenes. Processing and documentation have been made more efficient and now provide complete, 360 degree, and even 3D documentation of the crime scene.
The documentation of the digital crime scene involves properly documenting the digital evidence when it is found. The exact copy of the system has the same role as the sketches and video of a physical crime scene. Each piece of digital evidence that is found during the analysis of the image must be clearly documented [13] . A record of all visible data must be created, which helps in recreating the scene and reviewing it at time. This is particularly important when the forensic specialist has to give a testimony in a court, which could be several months after the investigation [6] . For example, a file can be documented using its full file name path, the clusters in the file system that it uses, and the sectors on the disk that it uses. Network data can be documented with the source and target addresses at various network layers.
Finally, the need requires proper documentation of the digital crime scene and physical crime scene perspectives. And different forms of camera/video photography, graphics are used, and notes are made on the document and all relevant information relating to the crime scene. Documentation at the scene is also the starting point for the chain-custody. Table ( 3) gives a comparison between the physical crime scene documentation and digital crime scene documentation. 
Digital Crime Scène Documentation Physical Crime Scène Documentation
Digital evidence has recently become more common. Physical evidence has existed for thousands of years. Documentation aims at producing permanent, objective of the scene of each piece of information on digital evidence found.
Documentation aims at producing a permanent, objective record of the scene, of the physical evidence and of any changes that take place. Digital evidence (the data in memory, on the hard disk, or in a cell phone, etc).
Physical evidence (the actual computer, hard disk, PDA, and CD-ROM).
The instructions in hardware and software bind the digital world. The laws of nature bind the physical world. Documenting the digital evidence by exact copy of the system. Documenting the physical evidence by the sketches and vides and other.
Most items that are documented are volatile data and there is always a possibility for the perpetrator to erase them.
All items that are used to document are non-volatile
The time within which the evidences are secured is more important.
The time within which the evidences are secured is less important.
Differentiation between Paper and Electronic Documentation
As this research talks about documentation in forensic investigation models, it is logical to research as well in choosing the suitable medium in documentation, if the medium is paper or a medium employing modern digital technology. Therefore, the explanation in the following lines includes introduction, with a comparative table.
Historically, paper-based documentation has held several advantages over its electronic counterpart. Specifically, paper -based documentation is seen to offer superior portability, readability, availability, and easeof-use. Electronic documentation, on the other hand, offers some important technology-based advantages including cross -referencing, indexing, and searching. Media choice is therefore largely a function of document purpose and user preference [26] . Given that technology and user preferences continue to evolve, this comparison is worth re-examining. 
Electronic Documentation
Paper-based Documentation
It is becoming more important. It is still important.
It requires the users to learn one more set of commands.
It is simpler to use because it is more familiar to users, especially for novice who has less computer experience. Searching for information is often simpler because the user can type in a variety of keywords to view information.
Also is easier to flip through to gain a general understanding of its organization and topics and can be used far away from the computer itself.
The same information can be presented several times in many different formats with minor additional cost.
It is possible in paper documentation the same information can be presented in many different formats, but the cost and size of the resulting manual make it impractical. It is significantly less expensive to distribute.
The paper documentation significantly expensive to distribute.
For electronic documentation, process takes two hours per screen.
For good -quality documentation, process usually takes about three hours per page (singlespaced).
The Table ( 4) leads to the conclusion that the transition to electronic documentation is one of technological change that has significant implications for the digital forensic investigation processes. This method of documentation can assist investigator in addressing problems that occur as a result of paper-based documentation. It can also improve the accuracy and comprehensiveness of crime scene investigation information and enhance the provision of quality chain of custody.
Conclusion and Recommendation
From the digital forensic investigation perspective, the proposed models/ frameworks have clearly shown that the documentation process will lead to a fair prosecution as the very most important stages such as volatile non-volatile data acquisition is actually documented. An investigation process that does not have adequate documentation is virtually impossible to handle and maintain.
Based on the presented digital forensic investigation processes, one is able to extract the documentation process from all framework/ models.
These are offered for the purpose of models and frameworks to find out which of them pays appropriate attention to on the process of documentation in the digital forensic investigation. it has emerged from this account and detailed study, that there is a clear disparity between them, in some of them the expansion and development of documentation are implicit in all phases (they are few), in some they are placed in specific phases, but are not referred to more clearly, and the other does not refer to them closely, as previously shown in the Tables (1&2) .
It is recommended those designers of frameworks/models and all the investigators focus on documentation and gives attention to the level of the parallel gathering of evidence, and not leaves the duty of documentation after completion of digital forensic investigation phases. This time is lag between development, of activities and the production of documentation of these activities leads to poor quality documentation.
Also, the quality of documentation will improve if these guidelines are followed :(1) Document Organization; the document should be clearly structured as a table of contents, and indexes…etc. Lastly, the documentation must be written, because judges may not be familiar with specific digital forensic technique.
